NHOOPMALUMOHHASA TAMSATKA
JJIA OBYUYAIOIIUXCSA JJIAA PASMEHIEHUSA HA OPULTUAJIBHBIX
HUHTEPHET-PECYPCAX

C KkaXxabpIM I'0JIOM MOJIOJIC’KU B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a KOJIBHUKHU OJTHU
W3 CaMbIX aKTUBHBIX MOJIb30Bartenen Pynera. Mexny Tem, TOMUMO OrPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEM, WHTEPHET HECeT M MpoOsieMbl. JTa maMmsATKa JOJDKHA TMOMOYb TeOe
0e30IacHO HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblli  BHpPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOpPOH SIBJISETCS CIOCOOHOCTh K pa3MHOXKEHHI. B
JOTIOHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WU MOJHOCTHIO YHUUTOXKUTD BCE (hailibl
U JIaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT HMMEHHM KOTOpOro ObuUIa 3amyllleHa
3apak€HHas MpOrpaMma, a TAKXKE IMOBPEAUTh WA JaXKE YHHUUTOXUTH OIEpPALlMOHHYIO
CUCTEMY CO BceMH (paiiiamu B L1eJ0M. B O0IBIIMHCTBE Cily4aeB paclpoOCTPaHSOTCSI BUPYCHI
4yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. HUcnonb3yil COBpEeMEHHBIE ONEPALMOHHBIE CHCTEMbI, HMEIOIINE CEPhE3HBIN
YPOBEHbB 3aIlIUTHI OT BPEJOHOCHBIX MIPOTpaMM;

2. TlocTosiHHO ycTaHaBnMBai nmauTu (1IUGpPOBBIE 3aIIATKH, KOTOPhIE aBTOMAaTHYECKHU
YCTaHABJIMBAIOTCA C LETBIO0 JOPAOTKU MPOrpaMMbl) U JApyrue OOHOBIEHUSI CBOEH
ornepanMoHHOM cuctembl. CkaumBail WX TOJBKO C O(QUIMATBLHOTO caiTa
paszpabotunka OC. Ecnu cyimecTByeT pexxuM aBTOMATHYECKOrO0 OOHOBIEHUS,
BKJIIOUH €T0;

3. Pabotaii Ha CcBOeM KOMIIBIOTEpE TOJ TpaBaMU IOJb30BATEIsA, a HE
aIAMUHUCTpATOpa. DTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrPaMM
WHCTAJJTUPOBATHCS HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Viconw3yi AHTUBUPYCHBIE pOrpaMMHbIC POIYKTHI M3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub PU3NYECKUIA TOCTYI K KOMITBIOTEPY SISl TOCTOPOHHUX JIUII;

6. Wcmonp3yil BHENIHME HOCUTENH HH(DOpMAIK, TaKKe Kak (uierka, TUCK Win (aitn
U3 UHTEPHETA, TOJIHKO U3 MPO(EPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaif KOMIBIOTEPHBIC (Pailyibl, TOTyYEHHBIE U3 HEHAJC)KHBIX HICTOYHUKOB.
Jaxe Te Qaiiiabl, KOTOpble MpHUCHaNl TBOW 3HAKOMbIM. Jlydllle yTO4YHM y Hero,
OTHPABJISUT JIU OH TEOE UX.

Cern WI-FI

Wi-Fi - a0 He BuI niepeiaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIITL OpeH I, MapKa.
Eme B 1991 rony Hunepnanjickas kommnaHus 3apeructpupoBana opena « WECA», uto
obo3Havasio cnoBocouetanne «Wireless Fidelity», koTopblii mepeBOAUTCS  Kak
«OecrpoBOIHAS TOYHOCTHY.



Jlo Hamiero BpeMmMeHM Jomuia Jpyras a0OpeBuaTypa, KOTOpas SBJSETCS TaKOW XKe
TexHosioruer. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObUIO JaHO C HAaMEKOM Ha
CTaHJapT BBICIIMK 3BYKoBOHMl TexHuku Hi-Fi, 4Tto B mepeBojie O3HAYaeT «BBICOKAS
TOYHOCTB.

Ja, OecruiaTHBIA MHTEPHET-AOCTYN B Kade, OTeNsIX W a’dpornoprax SIBISETCS OTIMYHOU
BO3MOKHOCTBIO BBIX0J1a B MHTEPHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO OOIIEAOCTYITHBIE
Wi-Fi cetn He SBIISIOTCS 0€30IIACHBIMU.

CoBeThl 10 Oe30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro JInuHyr0 HHQoOpManuio yepe3 obOmenocrynueie Wi-Fi ceru.
PaGotast B HUX, KelaTelbHO HE BBOJUTH MApOJIH JIOCTYIA, JIOTHHBI M KaKHUE-TO
HOMEpa;

2. Wcrnonb3yit 1 OOHOBISH aHTUBHPYCHBIC MPOTPAMMBI U OpaHaMayep. TeM cambIM ThI
oOe3omacuilb cedsi 0T 3aKaYyKy BUpyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi otkmoun ¢yukimuo «O0mmit goctyn k ¢ainam u
npuHTepamM». JlaHHas (QYHKIUS 3aKpbiTa MO YMOJIYaHHUIO, OJHAKO HEKOTOpPHIC
M0JIb30BaTENM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHUS B paboTe Uiu yueoe;

4. He ucnonws3yii myonuunbii WI-FI nns nmepegaum NTUYHBIX JAHHBIX, HAIIpUMEpP IS
BBIXO/Ia B COLIMATIbHBIE CETH UJIU B JIIEKTPOHHYIO MOUTY;

5. HNnonwp3y#t Tosbko 3amuiieHHoe coequuenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOuwiabHOM Tenmedone ortkmoun  GyHkmumio «lloakmrouenune k  Wi-Fi
aBTomMaTudecku». He pomyckaifi aBTOMaTHYECKOTO MOJKIIOYEHUS YCTPONCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

ComuajibHbIC CeTH

ConuanbHpIe CETH aKTUBHO BXOST B HAIITY KU3Hb, MHOTHE JIFOIM PA0OTAIOT U )KUBYT
TaM TOCTOSIHHO, a B Facebook yxke 3aperucTpupoBaH MUILIHAP/A YEJIOBEK, YTO SIBIISIETCS
OJIHOM CEIbMOM BCEX JKUTEJICH IUIaHeThbl. MHOTHME MOJb30BaTeIM HE ITOHMMAIOT, YTO
nHpopManusa, pa3MEIICHHAas HWMH B COIMAIBHBIX CETSIX, MOXET OBITh HaljeHa u
HCIIOJIb30BaHa KEM YT'OJIHO, B TOM YHCJIE HE 00513aTeIbHO ¢ OJaruMy HaMEPECHUSMHU.

OCHOBHBIE COBETHI 110 0E30MACHOCTH B COIHAIBHBIX CETIAX:

1. Orpannub crmcok apy3eil. Y TeOst B APY3bsiX HE MOJDKHO OBITH CIyYalHBIX H
HE3HAKOMBIX JIFOCH;

2. 3ammimai CBOIO YaCTHYIO KW3Hb. He ykasweiBail maponu, tenedoHBI, aapeca, naTy
TBOETO POXIEHUA M JPYTYIO JUYHYI0 WHGOPMAIHIO. 3JIOYMBIIUIICHHUKA MOTYT
UCIIOJIB30BATh Jake MH(OpPMaILMIO O TOM, KaK Thl M TBOM POJUTEIMN IJIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amuinai CBOIO PeIyTalrIo - JEPKH €€ B UUCTOTE M 3a7aBaii ce0e BOIIPOC: XOTEII OBl
ThbI, YTOOBI IPYyTHe MOJIB30BATEIN BUACIH, YTO Thl 3arpyxaeub? [logymaii, npexne
YeM YTO-TO OMYOJMKOBaTh, HAIMUCATh U 3arPy3UTh;



4. Ecnu Tbl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIb, HE MCHOJb3Yyil CBOE peaibHOE
UMS U JIPYTyI0 JUYHYIO MH(POPMALMM: UM, MECTO >KHTEIbCTBA, MECTO y4eObl U
pouee;

5. U36eraii pazmemienus pororpaduit B Untepuere, rae Thl H300pakeH Ha MECTHOCTH,
10 KOTOPOM MOYHO OIPEIEIUTh TBOE MECTOINOJI0KEHHE;

6. I[lpu perucrpanuu B COLMAIBLHON CETH HEOOXOUMO UCIIOJIB30BATh CJIOKHBIE MAPOJIH,
cocTosiiue U3 OyKB U IU(P U ¢ KOJUIECTBOM 3HAKOB HE MeHee §;

7. Jlns counanbHOM CeTH, MOYTHI U APYTHX CAUTOB HEOOXOAMMO UCIIOJIb30BATh Pa3HbIE
napoiu. Torna ecnu Te0st B37IOMAIOT, TO 3I0YMBIIIIEHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IECHbI'U

ONEeKTpOHHbIE JICHBI'M — OTO OYEHb YJIOOHBIM CIOCOO TIIaTeX)eh, OJIHAKO
CYIIECTBYIOT MOIIICHHUKHU, KOTOPBIC XOTAT MOJYYNUTh 3TH JICHBTH.

SHGKTpOHHBIe JCHBI'M ITOABUIIMCH COBCEM HCIABHO W HMMCHHO H3-3a 3TOI'O BO MHOT'HX
rocyaapCrBax a0 CUX IOp HC IIPOIHUCAHO IIPO HUX B 3dKOHAX.

B Poccun sxe oHM GyHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, TI€ UX Pa3ACNIIIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. PazHuIa B TOM, YTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX pa3peliaercsi IpOBOAUTh ONepaluy 0€3 uACHTUPHUKALMY 10Ib30BaTeNs, a B
HEaHOHUMHBIX MJIEHTU(UKALIUN TI0JI30BaTENs SIBIIETCSA 003aTEIBHOM.

Taxxe cremyeT pasiauyarh 3JIEKTPOHHBIE (HUaTHBIE ACHBIM (PaBHBI TOCYAapCTBEHHBIM
BaJIOTaM) M JJIEKTPOHHBIE He(pUaTHBIE JNEHBIU (HE PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe C IEKTPOHHBIMU JCHBIAMMU:

1. TlpuBsiku K cueTy MOOMJIBHBIN TelaedOoH. DTO caMblil yIOOHBIN U OBICTPBINA CITOCOO
BOCCTAaHOBHTH JIOCTYM K cuety. [IpuBsizanubiii TenedoH MOMOXKET, ecliv 3a0yAelb
CBOM IUIATEKHBIN MMAPOJIb WK 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOWCTBA,;

2. Ucnonp3yit omHopa3oBsie mapon. [locie mepexona Ha yCUICHHYIO aBTOPHU3AIUIO
TeOe yXe He OyIeT yrpokarb OMacHOCTh KPaKM WIM TepexBaTa IJIaTeKHOTO
apoJs;

3. BuiGepu cnoxubiii mapois. [IpectynHukam OyaeTr HE MPOCTO yrajaaTh CIOKHBIN
napoJib. HajgexxHsie mapoiam — 3To mapoiu, KOTOPhIE COAEPKaT He MEHee 8 3HAKOB
M BKJIIOYAIOT B CceOsl CTPOYHBIE W TPOIMUCHBIE OYKBBI, MUPPH M HECKOJIBKO
CUMBOJIOB, Takhe KakK 3HaK Jojuiapa, (yHTa, BOCKIMIATEIBHBIA 3HAK W T.II.
Hanpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JJOBEPSICIIIb.

3JIeKTp OHHAA IIOHTA

9JI€KTpOHHa}I moyra — 39TO TCXHOJOIHMA K IIPCAOCTABILICMBIC CHO YCIYIHM IIO
INEPCChUIKC MW IIOJYYCHHIO JJICKTPOHHBIX COO6IH€HHI>1, KOTOPBIC PacClpeaACIAIOTCA B



KOMIBIOTEpHOU ceTh. OOBIYHO SJEKTPOHHBIA MOYTOBBIM SIIIUK BBIMJISIUT CIEAYIOIIUM
o0pa3oM: uUMs_MOJb30BaTeNsI(@UMs_JoMeHa. Takxke KpoMme Mepeladyd MPOCTOTO TEKCTa,
MMEETCsl BOBMOXKHOCTD NepeiaBaTh (hailiibl.

OcHOBHBIE COBETHI 110 O€30MaCHON PaboTe C IEKTPOHHON MOYTOM:

1.

Hano BbIOpath mpaBuiIbHBINA MOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYYIlIe JOBEPSTh TEM, KOTO 3HACIIb U KTO
IICPBbIA B PEUTHHIE;

He ykaspiBaii B muuHOM noure JuyHylo uHpopmanuio. Hanpumep, ayuiie BoIOpaTh
«MY3bIKaJIbHBIN _(paHaT@» uin «pok2013» BmecTo «remal3y;

Hcnonp3yid NBYXATalHYH aBTOPU3ALMIO. OJTO KOIZa MHOMHUMO Napojii HYKHO
BBOJIUTH KOJI, MPUCHIIAEMBIN 110 SMS;

Bribepu cnoxxHblil apoiib. st KaXxAa0ro MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOM
HAJIC)KHbINM, YCTOWYMBBIN K B3JIOMY 1apOJIb;

Ecau ecTb BO3MOKHOCTh HalMCaTh CAaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH ATY
BO3MOKHOCTb;

Hcnonb3yli HECKOJIBKO IMOYTOBBIX SIIIUMKOB. [IepBBIM U1 4acTHOM IEPENUCKU C
agpecaTaMy, KOTOPBIM Thl JOBEpSCIIb. JTO DJEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BaTh MPU perucTpaiuu Ha Gopymax U cailrtax;

He otkpeiBail ¢aiinbl U gpyrue BIOKEHUS B MHMCbMax Ja)Ke €CJIM OHU HPUIUIA OT
TBOUX Jpy3eil. JIyulie yTouHH y HUX, OTIIPaBIsUIN JIM OHU TeOe 3TU (ailibl;

[locne oxoHuaHMs PabOTHI Ha MOYTOBOM CEpPBUCE MEPE] 3aKPhITUEM BKIAAKU C
caiiToM He 3a0y/Jb HAKAaTh Ha « BRIATHY.

Kun6epOyJiiMHIr WM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOymmHr — mnpecienoBaHue COOOIIEHUSIMH, COACPKAIMMMHU OCKOPOJICHHUS,

arpeccuro, 3amyruBaHHE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTMPOBAHHME C TOMOIIBIO
Pa3JIMYHBIX HTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI O OOpHOE ¢ KHOEPOYILTUHTOM:

1.

He Opocaiics B 60it. JIyumuii crioco0: mocoBeTOBaThCs Kak ceOsl BECTH U, €CIIM HET
TOTO, K KOMY MOHO OOpaTHUThCS, TO BHA4aJle YCIOKOUThCA. EcliM Thl HayHEUIb
OTBEUaTh OCKOPOJECHUSMH Ha OCKOPOJEHHS, TO TOJHKO eIie OOJIbIIE Pa30KKEIIh
KOH(JIUKT;

VYnpagnsii cBoelt kubeppenyranuei;

AHOHUMHOCTh B ceTh MHHMas. CylIeCTBYIOT CIOCOOBI BBIACHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He crout BecTn xynuranckuii 00pa3 BUPTyalbHOM ku3HU. UHTEpHET PUKCUpyeT BCe
TBOU JICUCTBUS U COXPAHSIET UX. Y NAIUTh UX OYAET KpaliHe 3aTPYyJHUTEIBHO;
Co0mtonaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enunuunbli HeratuB. OAHOpPA30BblE OCKOPOUTENbHBIE COOOIICHUS
Jdydlie UrTHOpupoBaTh. OOBIYHO arpeccus MpeKpanlaeTcs Ha Ha4aJIbHOW CTaJluu;



7. ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU, B COLUATIbHBIX
CeTSIX €CTh BO3MOKHOCTh OJIOKHUPOBKM OTIPABKH COOOIIEHUN C ONpereseHHBIX
aJpECOB;

8. Ecim T1bl cBumerens kuOepOymnuura. TBoum JEHCTBUSA: BBICTYNUTh HPOTUB
IpeCIenoBaTellsl, MOoKa3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HEraTUBHO,
HNOJJIEPXKATh JKEPTBY, KOTOPOM HyXHa IICHUXOJOTHYECKas IOMOUIb, COOOLIUTH
B3pPOCJIBIM O (paKTe arpeCcCUBHOIO MOBEJICHUS B CETH.

MooniabHbli TesedoH

CoBpemeHHBIE CMapT(OHBI M IJIAHIIETHI COAEPXKAT B ceOe BIOJHE B3POCIBIN
(GbyHKIMOHAJ, ¥ TENeph OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMH KOMITBIOTEPAMHU.
OnHako, cpeaCTB 3alUTHI JJIs MOJOOHBIX YCTPONUCTB MOKAa O4eHb Majio. TecTupoBaHue U
MOUCK YA3BUMOCTEW B HMX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak 1 IIK, To ke camoe
KacaeTcsi U MOOMJIBHBIX MPUIIOKECHUH.

COBpeMeHHLIG MOOUJIbHBIE 6pay3ep51 YKE MPAKTUYCCKHU OOTHAJIN HACTOJBHBIC aHAJIOTH,
OJJHAKO paCHIMpPCHUC q)YHKIII/IOHaJ'Ia BJIEYET 3a COOOH 6OJ'IBIIIyIO CJIOKHOCTb U MCHBIIYIO
3alIMIIICHHOCTD.

,HEUIGKO HC BCC IIPOU3BOAUTCIIN BLIITYCKAIOT O6HOBH€HI/I}I, 3aKPbIBAIOIMUC KPHUTUYCCKUC
YA3BUMOCTHU JII CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETBI JJIA 0e3011aCHOCTH MOOUIIEHOTO TGJIG(i)OHa:

1.

SARE

Huuero He aBnsercs no-HacrosiiiemMy OecriaTHbIM. byib 0cTOpoXxeH, Bellb Koraa
TeOe MpejyiararoT OeCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIaTHBIE YCIYTH;

Hymaii, npexae ueM otnpaBuTh SMS, poro wiu Bumeo. Thl TOYHO 3HACIID, THC
OHM OyIyT B KOHEYHOM UTOTE?

Heo6x01uMo 00HOBIATE ONIEPAIMOHHYIO CUCTEMY TBOETO cMapT(]oHa;
Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOMIIBHBIX TelIe()OHOB;

He 3arpyxail npuioKeHHsT OT HEM3BECTHOTO HUCTOYHMKA, BEAb OHH MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaMMHOE OOeCIeueHUE;

[Tocne Toro Kak ThI BRIMICIIB C caiiTa, T/Ie BBOAWI JTUYHYIO HH(OpMAIUIO, 3ai1n
B HACTpOWKH Opay3epa u yaanu cookies;

[lepuoguyeckn mnpoBepsii Kakue IUIATHBIE YCIYrM aKTUBHUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOit HOMep MOOHMIBHOTO TenedOoHa TOIBKO JIOASM, KOTOPHIX ThI 3HACIIH
KOMY JOBEPSICIIb;

Bluetooth gomxeHn ObITh BBIKIIFOUEH, KOT/Ia Thl MM HE TOJIb3yemibes. He 3a0biBait
MHOT/1a IPOBEPATH 3TO.



Online urpsl

CoBpeMeHHBIE OHJIANMH-UTPBI - ATO KpPAaCOYHBIE, 3aXBATHIBAIOIIME Pa3BIICUCHUS,
OOBEUHSIONINE COTHU ThICAY YEJIOBEK MO BceMy Mupy. Urpoku uccienyroT JaHHBI UM
MUp, OOIIAIOTCS JAPYr C JAPYroM, BBINOJNHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTpPaMH U
IIOJIy4YarOT ONBIT. 32 YOBOJIBCTBUE OHU ILIATAT: NOKYHAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT
WM PUOOPETAIOT KaKUe-TO OIMLIHUU.

Bce »Tu cpeacTBa uayT Ha MOAAEPKAHUE U Pa3BUTUE UTPHI, a TAKXKE HA caMy O€301aCHOCTb:
COBEPILIEHCTBYIOTCS CHUCTEMBl aBTOPU3AIMHU, BBIIYCKAIOTCS HOBBIE HaT4d (LHPPOBHIE
3aIyIaTKU JJIsl IPOrPaMM), 3aKPbIBAIOTCS YA3BUMOCTHU CEPBEPOB.

B HOIIO6HBIX Urpax CTOUT OIIACATLCA HC CTOJIbBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXXH
TBOCTO IApO0JIsd, HAa KOTOPOM OCHOBAHA CUCTCMaA aBTOpU3ALIUN OOJIBIIMHCTBA Hrp.

OCHOBHBIE COBETBI 110 0€30I1aCHOCTH TBOETO HUI'POBOI'o akKKayHTa:

1. Ecnu papyroit urpok BemeT cels IUIOXO WM CO37aeT TeOe HENMPHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

[Toxkanylicss agMUHUCTpATOpaM WIPbl Ha IUIOXOE€ IOBEICHUE OSTOr0 MIPOKa,
YKEJATeJIbHO MPWIOKUTh KaKUe-TO JOKa3aTeJIbCTBA B BUJIE CKPUHOB;

He ykasbiBaii muunyio uHpopmaIuio B mpodaiie urpel;

VYBaxkail Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouIMaIbHbIE TATYH U MOJIBI;

Hcnonp3yii cliokKHbIE U pa3HbIE TapOJIu;

Jlaxe BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. [loka Thl urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

N

No gk w

OUIIUHT WIN Kpaka JUIHbIX JaHHbIX

OOBIYHON KpaKeH JIeHEeT W JOKYMEHTOB CETOAHS YK€ HHKOTO HE YAWBHIIB, HO C
pPa3BUTHEM HHTEPHET-TEXHOJIOTHM 3JIOYMBINUIEHHUKN IIEPEMECTUIINCh B HWHTEPHET, U
MIPOJIOKAIOT 3aHUMATBCS «JTFOOMMBIM) JICJIOM.

Tak mosiBMIIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TIaBHAs IENb
KOTOPOTO COCTOUT B MOTyYE€HUN KOH(PUICHITNAIBHBIX TaAHHBIX TOJIb30BaTENIe — JIOTHHOB
u napoinei. Ha aarnuiickom si3eike phishing yntaercsa kak ¢pumuHr (ot fishing — peioHas
JIOBJIsA, password — MapoJb).

OcHOBHBIE COBETHI IO OOpPHOE C QUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI 1oj03peBaelilb, YTO TBOs aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIUTHh aJIMHHUCTpATOpaM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Vcnonp3yit Oe3omacHble BeO-CaTHl, B TOM 4YHCIC, HHTCPHET-Mara3MHOB U
ITOMCKOBBIX CHCTEM;



3. Hcnonw3yii ciioxHbIE U pa3Hble Napoiau. Takum 00pa3om, eciu Te0s B3IOMAaloT, TO
3JI0YMBIIIUIEHHUKY TIOJy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, a
HE KO BCEM;

4. Ecnu Te0s B3JOMalv, TO HEOOXOIMMO NPEAyNpeluTbh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ J00aBIEHBI y T€OS B APY3bsSIX, O TOM, YTO T€0S B3JIOMAJIA U, BOZMOXKHO,
OT TBOEI'0 UMEHHU OYyJIET pacCchlIaThCS CIIaM U CChUIKM HAa (DPUIIIMHTOBBIE CAUTHI;

5. YcranoBu HajzexHbid napoiib (PIN) Ha MOOMIBHBIN TeneoH;

OTkiroun coxpaHeHue naposisi B Opaysepe;

7. He oTkpeiBail (ailnibl U Ipyrue BIOKEHUS B MUCbMaX Ja)e €CIU OHU IMPUIILIU OT
TBOMX Jpy3eil. Jlydie yTouyHHM y HUX, OTIPABIISIIMN JIU OHU TeOe 3TU (haibl.

o

Hudposast penyranus

[Hudposas penyTaiys - 3T0 HEraTUBHAs UM MO3UTUBHAS MHPOpMALKs B CETH O TeOe.
Komnpometupyromass uHdopmanusi pa3MelleHHas B MHTEPHETE MOMKET CEPhE3HbIM
o0pa3oM OTpa3uThCsl Ha TBOEH peanbHOH »ku3HU. «LludpoBas penyrauus» - 3TO TBOH
UMUK, KOTOPBIN (hopMHUpyeTcst U3 MHPOpMalUu 0 Te0e B UHTEPHETE.

TBo€ MecTO KHUTCIIBCTBA, y‘IG6BI, TBOC (1)I/IHaHCOB0€ ITOJIOKCHUCE, 0COOEHHOCTH XapaKTepa u
pacCKa3bl O OJIM3KHUX - BCE OTO HAKAIIMBAETCS B CETH.

MHorue moApoCTKH JIETKOMBICIIEHHO OTHOCATCS K MyONHKaIWH JUYHON WHpopMmannu B
WuTepHeTe, HEe MOHUMAasT BO3MOXHBIX IMOCJIEICTBUH. ThI Jake HE CMOXKEIIb J0TalaThCs O
TOM, uTO (oTorpadus, pa3MelIeHHAs 5 JIeT Ha3a/l, cTaja MPUYNHOW OTKa3a MPUHSITH TEOs
Ha pabory.

KommenTtapuu, pasmenienue TBoux gororpaduii U apyrue AeHCTBUS MOTYT HE UCUC3HYTh
JaXke MOCJe TOTO, KaK Thl UX yAaJIUlIb. Thl HE 3HACIIb, KTO COXpPaHWI ATy MH(]OopMaImio,
nomnasa JId OHa B IOUCKOBBIE CUCTEMBI U COXPAHWJIACH JIM OHA, & TJIABHOE: YTO MOAYMAIOT O
TeOe OKpYIKaroIee 01, KOTOPhIe HAMAYT W YBUIAT 3T0. HaliTh mHGOpMAIINIO MHOTO JIET
CITyCTSI CMOJKET JIt000H - KaK M3 JOOpPHIX MOOYKISHUM, TaK U ¢ HAMEPEHHUEM NPHYUHHUTH
Bped. ITO MOXKET ObITh KTO YT'OJTHO.

OcHOBHBIE COBETHI MO 3amuTe MUGPOBON perryTaIiu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M TNEpenaBaTh y ceds B Ojore uiu B
COIIMAJIbHOM CETH;

2. B macTpoiikax mpoduisi yCTaHOBU OTPaHUYEHUS HA TPOCMOTP TBOETO MPOQUIISI U €TO
COAEPKUMOTrO, CAETAN €T0 TOJNBKO «IJISl IPY3€ei»;

3. He pa3memaii u He yka3bpiBail HH()OpPMAIUIO, KOTOPAs MOXKET KOT0-IM00 OCKOPOISATH
WA OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE NIKOJIBHUKU- AKTHUBHBIE MOJIb30BaTEN IU(POBOro MpPOCTPAHCTBA.
OnHako Jajieko HE BCE 3HAIOT, YTO MOJb30BAHUE MHOTMMHU BO3MOKHOCTSIMHU LIHU(PPOBOTO
Mupa TpedyeT COOII0/ICHHS IPAB HA UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTD.



TepMHUH «HMHTEIVIEKTyallbHAsE COOCTBEHHOCTH» OTHOCHTCS K PAa3JMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HayuHas C HOBBIX H300pPETEHH U 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOJAYKTbl W YCIYTH , M 3aKaH4YMBas KHUTamH, (oTorpapusmMu,
KMHO()HUIIbMaMH U MY3bIKaJIbHBIMU TTPOU3BEACHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTbh Ha MPOU3BEICHMUS
HayKH, JIUTEPATYPhI U HICKYCCTBAa. ABTOPCKHE MPaBa BHICTYIIAIOT B KAYECTBE FrAPAHTHUH TOTO,
YTO HUHTEJUJIEKTYaJIbHBIN/TBOPUECKUI TpyJl aBTOpa HE OyAEeT HampacHbIM, JacT €My
CIPaBEUIMBBIE BO3MOYKHOCTH 3apaboTaTh Ha pe3yibTaTaX CBOEr0 TpyJa, MOIYYUTh
U3BECTHOCTH U npu3HaHue. Hukro 6e3 paspelieHns aBTopa He MOKET BOCIIPOU3BOJIUTH €ro
IIPOU3BE/ICHHUE, pPacIpoCTpPaHSITh, nyOIMYHO JEMOHCTPUPOBATH, IpOJ1aBaTh,
UMIIOPTUPOBATh, MYyCKaThb B MPOKAT, MyOJWYHO HCHOJHATH, IOKA3bIBATH/UCIOJHATH B
sa¢upe wiu pasmemiatb B UHTepHeTE.

Hcnons3oBaHue «IHAPATCKOT'0» MPOrpaMMHOTO oOecrieueHHsT MOXKET MMPpUBCCTU K MHOTUM
pPUCKaM: OT IMOTCPU JAHHBIX K TBOUM AKKAYHTAM 10 6JIOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
yCTaHOBHCHHBIﬁ HC JICTaJIbHAA IIporpamMma. He crout Takxke 336BIBaTB, 4dTO CyIICCTBYCT
JIeTajabHbIC B OeCIIJIaTHEIE IMporpaMmel, KOTOPBIC MOKHO HaWTH B CCTH.

O nopraJje

CereBnuok.pd - TBOW TJIABHBIA COBETYMK B CETH. 3J€Ch Thl MOXEIIb y3HATh O
0e30MacHOCTH B CETH TOHATHBIM M JIOCTYNHBIM SI3bIKOM, a TpPU BO3HUKHOBEHUU
KPUTHYECKOM CUTYyaIlMl 0OpaTUTHCA 32 COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKypcax
U CTaTh CaMbIM U(POBBIM IpaskIaHUHOM !



